IBBIS Screening Evaluation Terms of Use

The following terms and conditions (the “Terms”) govern all use of the International Biosecurity
and Biosafety Initiative for Science Foundation ("IBBIS", "we", "our", or "us") sequence
screening evaluation service and its associated website (together, the "Service"). The Service is
operated by IBBIS. The Service is offered to users, i.e., individuals acting on behalf of
organizations operating in sequence screening (“User(s)”, “you”, “your”), subject to their full and
unconditional acceptance of the entirety of these Terms and all other operating rules, policies,
procedures and documents that may be published from time to time (taken together, the

“‘Agreement”).

Please read these Terms carefully before accessing and/or otherwise using the Service. By
accessing and/or otherwise using any part of the Service, you agree to be bound by the
Agreement. If you do not unconditionally agree to the entirety of these Terms as well as the
Agreement, you may not access and/or otherwise use the Service.

The Agreement applies equally to natural persons using the Service and to any organizations
on whose behalf they may be acting. If you are acting on behalf of an organization, said
organization unconditionally accepts the entirety of this Agreement.

Service Description

The Service provides you with access to different types of datasets as described below. The
Users can download (some of) these datasets, download template results CSV, upload and
evaluate results for their organization based on these datasets, generate a public attestation
result for an evaluation with a PASS result, and opt in to have their PASS result added to IBBIS’
public list. IBBIS does not collect any fees for the Service from the Users; Users remain solely
liable for any fees they incur when accessing and/or otherwise using the Service.

The Service comprises two types of datasets:

e Evaluation datasets (the "Evaluation Datasets"): Confidential datasets used for
standardized sequence screening evaluation, accessible only to registered Users. IBBIS
strives to provide, but does not guarantee, a new dataset each month. These may
include:

o Evaluation datasets developed by IBBIS
o Evaluation datasets developed by partner organizations, such as the U.S.
National Institute of Standards and Technology (NIST)

e Public datasets (the "Public Datasets”): Open-access datasets available without

registration



"Dataset" shall mean either of, and "Datasets" shall mean Evaluation Datasets and/or
Public Datasets.

For both types of Datasets:

e For some Datasets, IBBIS may provide processing of screening results, including an
overall PASS/FAIL result, whereas some of the Datasets made available by IBBIS are
download-only and IBBIS does not process the screening results

e For any PASS result on an Evaluation Dataset, you will have the option to (1) generate a
public attestation link, which you will be able to share on your website or elsewhere as
you see fit, and/or to (2) have the PASS result published on IBBIS’ website, in a publicly
accessible manner, with your organization’s name displayed; you can only opt in at the
time of uploading the results

e For any PASS result on a Public Dataset, you will be able to generate an HTML file that
you can download; you may only download this file immediately after the screening
results have been processed and it will not be stored by IBBIS; moreover, the opt-in
options available for PASS results on Evaluation Datasets (see above) are not available
for Public Datasets

e Any download and/or use of a dataset is subject to the User reading and unconditionally
accepting, on top of the Agreement, the specific license associated with the given
Dataset, available to the User prior to downloading the Dataset

e Each organization is only entitled to generate one result per screening; as such, you
may not upload the results for the same Dataset twice, even if the system you wish to
test in relation to said Dataset has changed

Account Terms

To access the portion of the Service available only to registered Users, i.e., the Evaluation
Datasets, you must first successfully register. In this context, IBBIS requires that you:

e Provide accurate registration information including organization name, website, and
contact details

e Keep your account credentials secure

e Maintain up-to-date account information

To become a registered User, you will be required to provide IBBIS with your email address,
your given and family names, the name of the organization you represent, and the website of
the organization you represent. You will further be prompted to provide explanation if you are
not affiliated with an organization, or if the email address you have provided does not match the
name or website of the organization. Moreover, IBBIS will require you to provide information
about whether your organization publicly attests to screening and for what reasons you wish to



get access to the Evaluation Datasets. Upon providing IBBIS with the required information, we
may take up to five business days to respond to your request, including where necessary
request further clarifications from you by email. Our response may take longer. During this time,
your access will be limited to the Public Datasets.

Each organization is only entitled to be represented by one person/account. By registering on
behalf of an organization, you represent and warrant that you have all necessary rights and
authority to enter into this Agreement and perform the obligations hereunder. The right to
access and/or otherwise use the Service is personal to you and is not transferable to any other
User or organization.

Unless your access is suspended, restricted and/or terminated by us, your registration will be
valid for one year, following which we will request that you reconfirm your affiliation.

You are solely responsible for maintaining the security of your account and for all activities that
occur under your account. In this respect, you must log out of your account when you are not
actively using the Service. IBBIS reserves the right to suspend, restrict and/or terminate
accounts or refuse to provide the Service to anyone for any reason at any time.

Access, Confidentiality, and Use Restrictions

Subiject to your compliance with the Agreement, IBBIS grants you a non-exclusive,
non-transferable, revocable right to access and/or otherwise use the Service for your own
purposes and in line with your obligations under these Terms and/or the Agreement as
applicable. Access rights and use restrictions vary by Dataset type.

e Evaluation Datasets:
o May only be accessed through official download links sent by IBBIS to registered
Users
o Confidential; as such, Datasets and classification status of individual sequences
cannot be shared with and/or disclosed to third parties
o Results cannot be shared with or disclosed to third parties, except as specified:
m  Opt-in sharing of PASS results
m  Opt-in public display of PASS result on IBBIS’ website
m Sharing by IBBIS of anonymized and aggregated data with partner
organizations
e Public Datasets:
o Freely available for download
o No confidentiality requirements
o Datasets may be shared according to their specific licenses
o Results may be freely shared unless otherwise specified

For all Datasets and the use of the Service, you represent and warrant that:



You will ensure that your access to and/or other use of the Service complies with the
Agreement, including but not limited to any applicable specific licenses that you will be
prompted to read and accept before each download

You will not create and/or use automated systems to access the Service

You will only submit accurate screening results for evaluation You will only use the
Service for lawful purposes expressly permitted under the Agreement; in particular, you
will not (a) violate any international, federal, cantonal or communal regulations, rules,
laws of ordinances, (b) solicit or assist others to perform or participate in any unlawful
acts, (c) introduce or transmit any form of malware, worms, viruses or any code or
software designed to cause harm, damage or disruption to the functionality or operation
of the Service, (d) interfere with or circumvent the security features of the Service,

(e) collect or track the personal data of others, (f) spam, phish, pharm, pretext, spider,
crawl or scrape, (g) use the Service for any immoral or unlawful purpose, (h) mislead or
deceive, including misrepresent your identity or falsify the authority to act on behalf of
another and/or an organization, (i) infringe upon or violate our intellectual property rights
or the intellectual property rights of others, (j) engage in systematic retrieval of content
from the Service to create or compile, directly or indirectly, a collection, compilation,
database, or directory, whether through robots, spiders, automatic devices, or manual
processes, (k) falsify or delete any intellectual property management information, such
as legal or other notices, or proprietary designations or labels, (l) create links to any
parts of the Service without prior written permission of IBBIS, (m) use the Service for any
commercial or other public purposes, such as advertising, or offering to sell or buy,

(n) use the Service in any unauthorized way that could interfere with another User’s use
of the Service

You will not use the Service for any commercial or public purposes, and will not
commercialize or attempt to commercialize any data obtained through the Service
except as permitted in the relevant specific licenses; in particular, you will not (a) copy,
transmit, distribute, sell, license or sublicense, rent, lease, lend, publish, reproduce,
modify, create derivative works from, transfer, download, backup, archive, or make
available to third parties in whole or in part, the Service, or (b) disassemble, decompile,
or reverse engineer any aspect of the Service, except and only to the extent that the
applicable law expressly permits doing so

You will implement appropriate security measures for data accessed through the Service
and report any security incidents as soon as possible, but at the latest within 96 hours of
you finding out about the security incident, to us

You are solely and entirely responsible for obtaining and maintaining all technical
equipment, such as computer hardware, operating system and Internet access, needed
to access and/or otherwise use the Service; you are further responsible for taking
adequate and appropriate data security measures in accordance with good industry
practice to protect against fraud or cyber-attacks on a continuous basis

You are 18 years of age or older



A violation of any of your obligations under the Agreement may result in an immediate
termination of the Agreement.

Privacy and Data Protection

Our Privacy Policy explains how we collect, use, manage, export, store, and delete your
personal data when you access and/or otherwise use the Service. By agreeing to these Terms
and accessing and/or otherwise using the Service, you acknowledge that you have read and
agree to our Privacy Policy, which forms an integral part of these Terms and the Agreement.

Intellectual Property

The Service infrastructure, content, and materials are owned by IBBIS or its licensors. Test
sequences provided by partner organizations remain the property of those organizations. You
receive only a non-exclusive, non-transferable, revocable right to use the Service as provided
by these Terms, except where otherwise indicated in the specific license linked to a given
Dataset. IBBIS retains all rights not expressly granted, and IBBIS’ branding may not be used
without prior written permission.

Indemnification and Liability

You agree that IBBIS, and any parents, subsidiaries, officers, employees, or third-party
contractors cannot be held responsible for any claim, third-party claim, demand, or damages,
including reasonable attorneys' fees, arising out of your access to or other use of the Service.

You are solely responsible for any content that you make available through the Service.
Accordingly, you represent and warrant that you either are the sole and exclusive owner of all
such content or that you have all the rights necessary, and that the posting, uploading,
publication, submission or transmission of the content does not infringe, misappropriate, or
violate a third party’s patent, copyright, trademark, trade secret, moral rights or other rights or
result in the violation of any applicable law or regulation.

By making the content available, you grant IBBIS the irrevocable, royalty-free, non-exclusive,
worldwide right to use, copy, modify, transmit, distribute, display, perform, reproduce, publish,
license or sublicense, create derivative works from, transfer and process such content in the
framework of the Service solely for IBBIS to perform its obligations under this Agreement. IBBIS
does not claim any ownership rights in any such content. IBBIS reserves the right to share the
test results with partner organizations in an anonymized and aggregated manner.

IBBIS is not responsible for any data loss, data breach, security breach, or leakage resulting
from unauthorized access to your information technology equipment.



You acknowledge that by clicking on links to third party websites, you leave the Service. Links to
third party websites and the content and/or availability of such websites lies outside the scope of
responsibility of IBBIS. IBBIS has no control over the content of third parties’ websites. Links to
such websites are included within the Service solely for your convenience and do not constitute
any endorsement by IBBIS. Access to and/or any other use of these websites is at your own
risk.

No Warranty

The Service is provided “as is” and “as available”, without representations or warranties of any
kind, whether express or implied, including but not limited to warranties of title,
non-infringement, merchantability, or fitness for a particular purpose. IBBIS will use its
reasonable best efforts to maintain access to the Service and to troubleshoot problems that may
arise. The expected response time is 72-96 hours. IBBIS may, at its sole discretion, rely on third
parties to perform any work relating to the performance of any work in relation in particular to
the maintenance and/or troubleshooting of the Service. IBBIS does not guarantee uninterrupted
service or error-free/virus-free operation. The Service and its content do not and are not
intended to constitute scientific or technical advice. IBBIS does not make any warranty about
the validity of evaluation results, despite its best efforts to maintain accuracy. Any reliance upon
the material on this website and/or the access to or any other use of the Service is at your own
risk.

IBBIS reserves the right, at its sole discretion, to modify the Service at any time and without
prior notice, including by adding and/or deleting features or functions.

If you need technical advice about sequence screening, please consult appropriate experts
directly.

Modification to this Agreement

IBBIS reserves the right, at its sole discretion, to review and change the Agreement at any time
without prior notice. The same applies to the specific licenses, which can be amended
unilaterally by the third-party provider, as per the contractual provisions contained therein. The
updated Agreement will be effective immediately upon providing you with notice of the
modification. Notwithstanding this, you are responsible for regularly reviewing the Agreement
and only continuing to use the Service if you agree to any changes to the Agreement fully and
unconditionally.

Termination

You may terminate the Agreement by requesting account deletion and ceasing the use of the
Service at any time.



IBBIS may suspend, restrict and/or terminate, at its sole discretion, your access to the Service
at any time, without prior notice or liability, for any reason, including a breach of this Agreement.
IBBIS may likewise suspend, restrict and/or terminate access to the Service to any geographic
region or jurisdiction.

Upon termination, your right to use the Service will immediately cease. Unless expressly
requested, any PASS results where you have previously opted in to display them on IBBIS’
website will remain displayed, alongside the name of your organization. If you want this
information to no longer appear on IBBIS’ website, you may contact us on the mailing or email
address below. The given and family names of the User who created the account for your
organization will be deleted; however, we will keep information on the Datasets used by your
organization, in line with the intended use of the Service.

Your confidentiality obligations under both the Agreement and any specific licenses for any
downloaded Datasets and evaluation results survive the termination of the Agreement.

Applicable Law and Severability

This Agreement shall be governed in all respects by the substantive laws of Switzerland, to the
exclusion of any conflict of law rules. Any controversy, claim, or dispute arising out of or relating
to the Agreement shall be subject to the jurisdiction of the competent courts of the Canton of
Geneva.

If one or more provisions of the Agreement are deemed void by law, then the remaining
provisions will continue in full force and effect.

Contact

Please feel free to contact IBBIS if you have any questions about this Agreement:
Mailing address: IBBIS Foundation, Route de Frontenex 41A, 1207 Geneva, Switzerland

Email address: info@ibbis.bio
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