IBBIS Screening Evaluation Privacy Notice

International Biosecurity and Biosafety Initiative for Science Foundation (“IBBIS”, "we", "our", or
"us") is committed to protecting the privacy and security of personal data of users, i.e.,
individuals acting on behalf of organizations operating in sequence screening (“User(s)”, “you”,
“your”), using our sequence screening evaluation service (the “Service”). This privacy notice (the
“Privacy Notice”) explains how and why we collect, use, manage, export, store, and delete your

personal data, and what choices you have in this respect.

The Privacy Notice forms an integral part of our Terms of Use (the “Terms”) which you consent
to when using the Service.

What data do we collect, and how?

You will be asked to provide data in order to create an account, and the actions you take in the
Service while authenticated in your account may result in new data being collected. IBBIS may
collect data and information in a variety of ways:

Account Information

When you create an account with the Service to access evaluation datasets, you will provide
information needed to create the account, including:

e Personal identification information (your first/given name and last name/surname, email
address)

e Associated organization information (name, website, link to screening self-attestation,
other answers to verification-related questions)
Account credentials (password)
Explanations regarding your affiliation and/or relationship and/or role with respect to the
organization you represent

For Service provision, we will collect and process this information, as well as email verification
data.

You will be asked to reconfirm, on an annual basis, your personal identification information and

your affiliation with the relevant organization. This allows us to keep our records up-to-date and
ensure that organizations that wish to use the Service are appropriately represented by Users.

Usage Information



As with most technology services and websites delivered over the Internet, our servers
automatically collect information when you access or use the Service and record it in log files.
This log data may include but is not limited to the Internet Protocol (IP) address, the address of
the web page visited before using the Service, the browser type and settings, the date and time
the Service was used, information about your devices, cookie data, as well as information
regarding password resets and/or account login attempts.

Evaluation Data

When you use the Service as an authenticated User, additional data is stored. When you
download an evaluation dataset, a new evaluation dataset record will be created, including:

id of downloaded test dataset
id of User account

id of associated organization
download timestamp

When you upload screening results for an evaluation dataset, additional information will be
associated with that record, including the following data:

submitted sequence screening results

evaluation of each submitted screening result (correct or incorrect classification)
submission timestamp

overall PASS / FAIL

Evaluation dataset records from multiple Users may be aggregated together in anonymized
reports for each test dataset. Different privacy rules may apply to different dataset types. Each
dataset will specify its applicable terms and data handling requirements.

How will we use your data?

We use the information we collect from you for the following purposes:

e Account creation and management: We use your information to facilitate the
evaluation of sequence screening performance on a per-organization basis, ensuring
that accounts and evaluation datasets are associated with specific organizations.

e Interactions and data-sharing: We use information we collect, like your email address,
to interact with you directly. For example, your email address will be used to tell you
when your account is activated and to send you a new password if needed, as well as to
deliver evaluation test sets and results. Moreover, we will use your email address to
inform you when you need to reconfirm your information in order to be able to continue
having access to the evaluation datasets within the Service. If you contact IBBIS, we will
keep a record of your email in order to help solve any issues you might be facing.



e Results processing and reporting: We use evaluation results to develop new
sequence screening evaluation datasets, including by tracking aggregated, anonymized
evaluation results to determine if some sequences are persistently misclassified and to
trial new sequences for inclusion in future evaluation datasets. Where applicable, these
anonymized results are shared in reports to partner organizations who provided
evaluation datasets, such as the U.S. National Institute of Standards and Technology
(NIST).

e Analytics: We use your information to ensure the Service is working as intended, such
as troubleshooting issues that you report to us. We use data for analytics to understand
how the Service is used.

You may be asked to provide your personal information at any time you are in contact with

IBBIS. You are not required to provide the personal information that we request, but, if you do
not do so, we may be unable to provide you with the Service.

Legal Basis for Processing

We process your personal data based on:
e Performance of our Terms, which represent an agreement with you (necessary to

provide the Service)

Legal obligations (compliance with legal obligations and regulations)
Legitimate interests (such as security, fraud prevention, Service improvement)
Your consent, where applicable (e.g., the optional sharing of the PASS results)

Purpose / Activity

Type of data processed

Lawful basis

To create your account

Personal identification
information and contact (your
first/given name and last
name/surname, email
address, affiliation to an
organization)

Performance of a contract
with you

To reconfirm your account
information on an annual
basis (or as needed)

Personal identification
information and contact (your
first/given name and last
name/surname, email
address, affiliation to an
organization)

Legitimate interests to keep
our records up-to-date and
ensure that the Service is
provided to the interested
organizations

To send you links to the
selected evaluation datasets

Personal identification
information and contact (your
first/given name and last
name/surname, email
address, affiliation to an
organization)

Performance of a contract
with you

To collect information
regarding the number and
details (id, timestamp, etc.) of

Personal identification
information and contact (your
first/given name and last
name/surname, email

Performance of a contract
with you

Legitimate interests to only
enable each organization to




the evaluation datasets
downloaded

address, affiliation to an
organization)

access each evaluation
dataset once
Your consent

To evaluate the uploaded
datasets

Personal identification
information and contact (your
first/given name and last
name/surname, email
address, affiliation to an
organization)

Performance of a contract
with you
Your consent

To generate the optional links
to PASS results and/or to
publish the PASS results on
our website

Personal identification
information and contact (your
first/given name and last
name/surname, email
address, affiliation to an
organization)

Performance of a contract
with you
Your consent

To manage our relationship
with you, which will include
notifying you of any changes
to our Terms, our Privacy
Notice, or other relevant

Personal identification
information and contact (your
first/given name and last
name/surname, email
address)

Performance of a contract
with you
Legal obligation

documents

The data we collect and process under our Terms agreement includes account information,
evaluation results, and usage data that are essential to providing the Service. Without
processing this data, we would be unable to provide the Service.

Sharing with Third Parties

This section describes how IBBIS may share and disclose your personal data with third parties:

e To provide the Service. IBBIS uses a variety of third parties to provide services related
to the Service (e.g., our web hosting provider). Service providers may be located inside
or outside of the European Economic Area. Service providers have limited access to
your information to perform these tasks on our behalf and are contractually bound to
protect and use it only for the purposes for which it was disclosed and consistent with
this Privacy Notice.

e To comply with applicable laws. If we receive a request for information, we may
disclose other information if we reasonably believe disclosure is in accordance with or
required by any applicable law, regulation or legal process.

e To enforce our rights, prevent fraud, and for safety. We may disclose other
information to protect and defend the rights, property or safety of IBBIS or third parties,
including enforcing contracts or policies, in connection with investigating and preventing
fraud or security issues, or as needed for audits, compliance and corporate governance.

e With your consent. IBBIS may share other information with third parties, when we have
your consent to do so.



Moreover, we may disclose or use aggregated information (information about our Users that we
combine together so that it no longer identifies or references an individual User) and other
anonymized information for research purposes, regulatory compliance, industry and market
analysis, marketing and advertising, and other purposes. We may share this aggregated data
with our partners and the public.

Users who use the Service and have JavaScript enabled are tracked through Google Analytics.
Google Analytics collects information anonymously and reports website trends to us without
identifying individual visitors. Google Analytics collects a variety of information from Users,
including the Internet Protocol (IP address) that is used to connect your computer to the Internet
(which it does not report to IBBIS), your Internet service provider (ISP), browser type, type of
operating system, the full Uniform Resource Locator (URL) clickstream to, through, and from our
website, including the date and time, cookies, the time spent on particular pages, the links
clicked on while on the website, and similar site visit information. Google Analytics data is
shared with Google. For more information on Google Analytics or to opt-out of having your
information shared through Google Analytics, visit

https://policies.google.com/technologies/partner-sites. For more information on Google’s privacy
policy, visit https://policies.google.com/privacy.

International data transfers

We may transfer to and/or store the data we collect about you in countries other than the
country in which the data was originally collected, including outside of the European Economic
Area. These countries may not have the same data protection laws as the country in which you
provided the data. When we transfer your personal data to other countries, we will protect it as
described in this Privacy Notice and comply with applicable legal requirements providing
adequate protection for the transfer of data to countries outside the European Economic Area.
As such, we will only transfer your personal data if the country of destination has been granted
an adequacy decision by the Swiss Federal Council or if we have put in place the necessary
safeguards. You can request more information about such safeguards by contacting us on the
email or mail address below.

How do we store your data?

We store your data as follows:

e Account information: Stored in IBBIS’ databases, while your account is active; when
your account is deactivated, IBBIS deletes your personal information (i.e., first/given
name, last name/surname, email address) but actions performed from the account
remain linked to the name of the relevant organization

e Usage information: Storage is spread across server logs, IBBIS databases and some
third-party tools (e.g., Google Analytics)


https://policies.google.com/technologies/partner-sites
https://policies.google.com/privacy

e Evaluation data: Stored in IBBIS’ databases, retained for eight years after submission,
unless erasure is requested; will no longer be associated with a User name if the
account is deactivated but will remain associated with the organization name

Moreover, we retain anonymized and/or aggregated statistical data indefinitely for research and
service improvement purposes.

We implement appropriate technical and organizational data security measures to help protect
your personal information from unauthorised access and/or loss, including encryption of data in
transit and at rest, access controls for servers where data is stored, and regular security
assessments.

Cookies

Cookies are text files placed on your computer to collect standard Internet log information and
visitor behavior information. When you visit our websites, we may collect information from you
automatically through cookies or similar technology. This allows us to distinguish you from other
Users and better understand how you use the Service, helping us in turn to provide you with an
improved experience when you use the Service and to improve the Service. By using the
Service, you agree to the use of cookies.

For further information, visit allaboutcookies.org.

How do we use cookies?
We use three types of cookies:
e Strictly Necessary Cookies are essential for the Service to function. These include

authentication cookies to maintain your login session and security tokens to protect
against attacks.

e Performance Cookies measure how you interact with the Service so we can improve
performance over time, such as Google Analytics cookies.

e Functionality Cookies help us to remember your preferences, such as cookie consent
settings and interface preferences. You can disable functionality cookies through your
browser settings while still being able to access basic service features.

No advertising cookies are used. We use only first party cookies, which are served directly by us
to your computer or device.

How to manage cookies?

You can set your browser not to accept cookies, but this will prevent you from logging into the
Service. The above website tells you how to remove cookies from your browser.



External Links

The Service contains links to third-party websites, including self-attestation URLs and regulatory
documentation. We are not responsible for the privacy practices or content of these external
sites. Your use of third-party websites is subject to their terms and privacy policies.

What are your data protection rights?

Under data protection laws, you have rights including:

Right to access: Obtain a copy of your data

Right to rectification: Correct inaccurate data

Right to erasure: Request deletion of your data

Right to restrict processing: Limit how we use your data

Right to object to processing: Contest how we use your data

Right to data portability: Receive your data in a machine-readable format

e Right to withdraw consent: Withdraw consent to processing previously given at any time

To exercise any of these rights, including to delete your account with our Service, contact us
directly at privacy@ibbis.bio. We will respond within one month. This may be extended to two
months for complex requests. Please note that we may ask you to verify your identity before
taking further action on your request.

You have the right to lodge a complaint with the Swiss Federal Data Protection and Information
Commissioner (FDPIC) or your local supervisory authority.

Changes to our Privacy Notice

We may update this Privacy Notice periodically. Continued use of the Service constitutes
acceptance of the updated Privacy Notice. The current version was updated on 13/12/2024.

How to contact us

Please feel free to contact IBBIS if you have any questions about this Privacy Notice, the data
we hold on you, or you would like to exercise one of your data protection rights, please do not
hesitate to contact us.

Mailing address: IBBIS Foundation, Route de Frontenex 41A, 1207 Genéve, Switzerland

Email address: info@ibbis.bio

IBBIS acts as data controller of personal data processed under this Privacy Notice.
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